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Computers were not always as stable as they are today. Our eleccbmiclogy
had not yet reached a point where we could control so thoroughlyaveofi data
through electronic circuits, and as a result, data from one bit wouwdaasion leak out
into another bit—changing the number two into a three for instan@vemmg this was
extremely important. If the computer spends hours calculating gooidgem, for
instance checking whether a number is a prime, one wants tocbafidence in the
result the computer returns. If it cannot be determined whetheothputer had an error
during the process and multiplied a number instead of divided then yeunbawvay of
knowing that 109433307*2"66452-1 actually is a prime. It could have justsily
turned a two into a three and returned four as a prime as Well. by the late 1940s, it
was common practice to use error-checking in calculations to sumkean error had not
occurred. For instance, add a digit to the end that is caldutamm the rest. This new
digit that is computed from the other digits is called a chegk.dlhere reason is
because upon receiving the message, if the other digits calmbatifferent check digit
than what was sent with the message, you know you have an error.t alhmss you to
check whether the message contains an error. For exampledtword for 45 could be
4+5 = 9 so you send the word 459. If the receiver gets 359, 3+5 8 8o<an error
occurred. Similar binary methods were used with great sucoett®e i1940s. Each

message contained four binary digits and a fifth check digit thatagdded to make the
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number of 1s in the message even. Although this way was fast, coghpats not as
flawless as it could be because the computer would stop when it detected an error.

This was because these algorithms were only error-checkingthel above
example, if we receive 359, we have no way of knowing what the tomessage is.
The intended message could have just as easily been 459 or 369, or Matteat358
(and of course, if multiple errors occurred then it could have dasédp 099, 189, 279,
etc). Therefore when a computer detects an error, it hath&y ®iait for an operator to
correct the error or start over.

When compounded with the nature of computing at this time, it is easiywshy
this is such a problem. Today for a few thousand dollars you can paraheomputer
which can do billions of operations per second and can fit under your desk or on your lap.
Back then, a computer “occupied about one thousand square feet of floer esph
weighed some ten tons” (Thompson 16). They also cost millions ofsi(dliad as a side
note, were less powerful than an early' 2entury scientific calculator). As a result,
access to the computer was shared among many people, and the covagujgren a
gueue of problems to compute. Of course, a pecking order developed as ot
access to it when. People low on the pecking order had to rumptbgiams at night,
and during the night there were no operators employed to fix emues they occur.
Thus if you had to run your programs at night, when an error occurred it simgyddidc
your program and moved on to the next one. One person in sucAtéositvas Richard
W. Hamming.

Hamming got frustrated at having to rerun the same programs, tamat $@oking

for an efficient way to build a code where the computer could cothecerrors and



continue on. The difficulty with error-correcting codes is topkelke amount of
redundancy as small as possible. In the above example, for evemyitwb®rs we send,
we add a third for error checking purposes. Thus 2/3 = .66 so only dd6tdte

information sent corresponds to real information, which is callednfioemation rate.
We will also introduce the (n, r) notation, where n corresponds tootakertumber of
digits, and r the number of message digits. The above examp(8,% aode. Hamming

eventually published a (7, 4) error-correcting code which has amiafan rate of 54%
and gave the general 1“orml:h%_\l_—1 >2".
n

Let us now consider how error-checking and correcting codes captesented
geometrically. If we are working in binary (all digits a#her 1 or 0), then we can

represent a (3, 2) single-error checking code by a three dimensional cube.
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In this diagram the black dots represent valid codewords, andritepuints are invalid

ones (Thompson 9). Itis (3, 2) because there are three digitss(asithey are called in



binary), one bit per axis, which make 273 = 8 potential codewords, but onk*2 walid
encodings. Also notice that if there is a single error on @deword, it moves the
location of the dot onto one of the white vertices. For instanaegke ®rror on (0, 1, 1)
will produce (1, 1, 1), (O, 0, 1), or (0, 1, 0). However, if a second eviemided, then the
location on the cube will go back to a valid codeword, ex. if given coae(@, 1, 1) and
the first and last bits are wrong upon reception, then the codeay(esl, 1) and finally
(1, 1, 0). Also, if there is a single error, (0, 1, 0), we cannot knowenthe error came
from because (0, 0, 0), (0, 1, 1) and (1, 1, 0) are all valid candidates.

However, if we reduce the number of valid codewords to two in our cube
example, we can produce an error-correcting code.
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In this example, when an error is detected, it can correctrtbel®y choosing the valid
message that it is closest to by moving along the line segmé&otsexample, (1, 1, 0)
needs to only make one move to reach (1, 1, 1), but going to (O, O, O)viakeBlotice

then that the distance between each valid point was one in the prexamougle, and two

in this one. Therefore, if a single error occurred, the intendedagesgas the valid



point closest to the received point, which is (1, 1, 1) in this casexdén for a code to be
error-detecting, the minimum distance between valid points mudtlbasa 1, and to be
error-correcting, this minimum distance must be at least 2s mimimum distance is
called the Hamming distance. Although this example has a kagrdistance of two, on
the down side, it is a (8, 2) code, which has an information raielp®25%. This means
that you transfer four times the normal amount of data informatiom ukis coding

technique, which is too expensive. The (5, 4) error-recognizing codgomed in the

introduction was the most widely used encoding technique and had an itnbornade of

80%. Hamming knew that for error-correcting codes to be pedcgnough to
implement, solutions needed higher information rates.

Hamming’s first solution was an (8, 4) code with information 2086. He
accomplished this using the idea of parity (Thompson 19). Paritgtia jfancy name for
binary check bits, similar to our first example where theckltkgit which is the sum of
the previous two digits. However, parity is used in binary and thuy jpés are either 1
or 0, and they are chosen to make the rest of the word even. So 00 leanee Hl parity
bit of 0, while 10 and 01 have an odd parity bit which makes the totall@tér= 0+1+1
= 2). Hamming took two of these two-bit words together and addeg phacks on the

rows and columns. The codewords 10 and 11 become

1/0

11




And we then add the parity bits to make each column and row even, yielding

1,01
1/1/0
01

The final codeword is made by listing the contents of the rows, i.e. 101 110 01.
If there is an error in the transmission, and say 101 110 Oleisedcas 111 110

01, then using the tables we can discover where to make the correction.

1 1)1
1,10
01

We see that the first row, 111, is odd, and the second column 111, esldls&o
the error is therefore in the first row, second column. Changiadltto a zero there,
balances the table out.

Hamming was also able to construct a theorem as to the maxpuotential
information rate possible given a size n. Let k = n —r, whidhesiumber of check bits.
For an error-correcting code, the k bits must be able to destribel possibilities
(Thompson 19). This is because the error can occur in any of the n bits, or therbamig
no error. Were this not the case, then we could not determine wheatt rbithe error
occurred in. Since we are in base 2, we {jet:Zn + 1. Note that Ig(X) is the standard
computer science notation for [@g). Now we do some further manipulation, noting as

you read that:



2+ 2" >= (n+1)*2 (multiply both sides by"?

26 >= (n+1) * 2

2">=(n+1)*2"(k=n-rorn=r+Kk).

(2"/(n+1) >= 2 (divide both sides by n+1).

Finally n —Ig (n+1) >=r (take the log base 2).

Using this, we can show that a (7,4) code can be constructed witmation rate 53%,

which is the highest of rate possible given only three check digits.

Letn=7
Then7-1g8>=r

Thus 4 >=r, so there are 3 check digits.

Letn=28
Then8-1g9>=r
Since r must be an integer, and 3 <Ig 9 < 4, we can round up to 4.

Thus 8 — 4 >= 4, and there are 4 check digits.

Hamming then created a formula for constructing a code given m.aHe still
used parity checks, but in a different way this time than rowscahomns. The first
parity check was on all bits whose decimal place (as in fgstond third...)
corresponded to a binary number that ended in 1, which are all odd numbersecond
parity check was on all bits whose decimal place correspondethit@iy number that

had a 1 in the second place. For example does not, butO, 11, 110 and 11 all do.



The third parity check was on all bits whose decimal placeesgponded to a binary
number with a 1 in the third place (100, 101, 1100, etc). This process coritinties
remaining number of k-bits. He also chose to place them in plaaeare a power of
two (1, 2, 4, 8 ...). So for our (7, 4) encoding, the check bits abétsatl, 2 and 4
(Thompson 22-25). To encode the word 1101, we first put the digits into thdeehc

message, with blanks that we will fill with the parity checks. So we get:

1/2/3/4/5/6|7

1 1/0/1

Now we calculate the first parity bit, which include bits 3n8 @ So we get 1+1+1 = 3,
which is equivalent to 1 mod*2so we put a 1 in the first bit to make the calculation
even. The second bit includes 2, 3, 6 and 7. So we place 1+0+1 = 2 mod Zhe 0 in
second bit. The third parity bit includes 4, 5, 6 and 7, or 1 + 0 2 ned 2 = 0. This
gives us 1010101 for the code word. Now suppose the second bit garbled receive
1110101 for this codeword. We can do the parity checks again to deterhene tive
error occurred.

First;, 1+1+ 1+ 1=4mod 2 =0 for the odd positions.

Second,1+1+0+1+3mod 2 =1 for positions 2, 3, 6 and 7.
Third,0+1+0+1=2mod 2 =0 for positions 4, 5, 6 and 7.

Cleverly, 010 corresponds to the bit that is in error (2 in decinflpping the second

bit gives us 1010101, our original message. Since we chose thelptsrity make the

A Mod is a common computer term that can be thoafjhtost easily as a function that calculates the
remainder. 3 mod 2 =1 because 3/2 = 1 with airedeaof 1. Thus base B, the result will be 0 << R.

Another concrete example is how we handle degré#84° = 44° = 1124 mod 360.



addition calculations even (or 0 mod 2), if there is no error then titg paecking will
return 000.

Armed with this discovery Hamming predicted that stops due twsewould
become extremely rare. He gave a figure that they couldoru23,000 hours before
stopping for an error, and an error will go undetected but every 1150Hol®s. Thus
people with low priority access to computers everywhere rejditgde 1950s as his
discovery was incorporated into computers and they need not feaatenm spitting
back your data unfinished because it ran across an error.

Although calculations such as these are precisely how a commrikes and
corrects messages, they are not very intuitive to the humanRaaple prefer concrete
models, such as geometric representations. Luckily the Hamming) (¢pde is
equivalent to a projective plane of order 2. Such a projective planselan points and
seven lines, with each line having three points. Since it is acfix@eplane, we know
that the incidence axioms hold and no lines are parallel. A modeisgbrojective plane

is given below:
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The way to convert a seven bit message into its equivalent efjgom
interpretation is easy. The bits describe a set of points iprdjective plane. If a bit's
value is 1 then that point is included in the set and 0 means it isSeoif the first bit is
1, then the set containg Bnd the second bit determines whethgeisRn the set, and so
on. For example, the message 1010111 describes the set, {R, Ps, P} and 0000000
describes the empty set {}. Only certain sets are correci-ftee messages. These
include the messages describing the empty set, the full sat,aimethe complement of
lines. Since there are seven lines, and their seven complementgjvés a total of
sixteen valid messages when added to the empty and full setddaiimaing (7, 4) code
has only four message bits, which allows for a total'ef 26 unique messages, so this is
correct.

If the projective plane is equivalent to a (7, 4) code, it musthibe to detect and
correct any single error that occurs in the transmissiorvafide message. Depending on

the number of points in the set represented by the message, lvébamwil in each case
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how to detect if the message is valid and how to use the geonmgnipretation to
correct invalid messages.

The empty set is a valid message, SO no correction is necessary.

Sets of one point occur when an error occurs transmitting the empty set. However
since its bit equivalent is 0000000, if an error occurs, a 0 will have to change to a 1. Thus
we will receive a set of a single point. Removing that sipgiat, which changes the 1
back to a 0, fixes the error.

Sets of two points occur when the transmission of a line resuh® iremoval of
one of the lines. We are left with two points. However, rdoath Incidence Axiom 1
that two distinct points describe a unique line (Greenberg 51). Sm&aaw which line
the two points belong two, we can look at the model to find the misisiragpoint of the
line and add it back to the set. For example the message 0100001 ddberibet {P,

P;}. Looking at the model we can clearly see that the missing ot So the correct

setis {R, Ps, P}, which is the message 0100101.
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When there are three points in the set, either the setris,arliwhich case the set
is valid, or a point was removed from the complement of a line. Ihatte¥ case, we
simply add the point back to make the complement. Because the thnée gescribe
three lines, three of the remaining points will make a comfilete Simply choose the
only one remaining to get the correct point to add back. If the selP{AP;} is received,
adding B, Ps or B would create the lines PP, P}, {P1, P4, Ps} and {P1, B, P},

respectively. So therefore the correct point to add.is P

Four point sets are similar to three point sets. Either the dounts are the
complement of a line and valid, or they are three collinear poiaksnig a line plus one
other point. The latter case has an error and removing tha pa&int corrects it.
Referring again to our model makes it obvious which to remove. THPsdY, Ps, Ps}

contains the line {R P, Ps}, so remove B.
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Five point sets occur when a point is added to the set of a conmplefree line.
The five points will contain two lines. Remove the point that idei to both. The set
{P1, P, P5, Ps, P} contains the lines {E P, Ps} and {P,, B, P/}. P> is incident with
both, so remove it and we have four points which do not describe a lineinpnelae

remaining three do. Thus we have the complement of a line.
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Sets of six points are similar to the single point set exagrapteept that to correct
the error you add the missing point back to get the full set. i$Hiecause the full set
contains every point, so an error has to remove one of them.

The seven point set is the full set, which is a valid message.

Before we can conclude that we can use this model to cainggte errors, one
issue remains. We must be sure that an error in the tramemafsine complement of
line, which has four points, will not generate a line, which hesetpoints. This will not
happen because by definition the complement of a line does not calhtii@ points of
any line. So in order to get all the points of a line we haesbadd a new point to
complete a line, and then remove the two points not in the line. This amounts to a total of
three errors, whereas we only need to worry about catching arttoogra single error.
Reversing this process it follows that we cannot get four pthatsare the complement
of a line from a single error in a three point line; we néedet Also to get from a null
set to a line, we need three errors to add three points, and wehresedrrors to remove
three points from the full set to get four points. Thereforeavebe sure that we can use

the model to correct any single errors.
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